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1. Scope

This policy applies to all personal information collected by Technine MSP in connection with:

o

The delivery and support of IT, telecommunications, cloud, internet, and related technology
services;

Interactions on our website, client portal, social media platforms, and digital marketing
tools;

Customer service communications, including support tickets, calls, emails, and live chat;
Vendor and supplier relationships, including subcontractor management;

Recruitment, employment, and contractor onboarding.

This policy governs how we manage personal information, regardless of whether it is collected
online, offline, via third parties, or automatically through our systems.

2. What Information We Collect
We may collect the following categories of personal information:

o

o

Identification data: full name, job title, business name, and role within your organisation;
Contact details: email addresses, phone numbers (landline and mobile), physical addresses,
postal addresses;

Financial and billing data: ABN, bank account numbers, credit card details, transaction
history;

Account and service data: usernames, passwords, IP addresses, system activity logs;
Device and technical information: browser types, OS versions, cookies, session tokens,
geolocation;

Support and interaction data: logs of support queries, internal call notes, correspondence
history;

Website activity: form submissions, tracking analytics, clickstream data, user preferences.

We only collect sensitive information (e.g., proof of identity documents) when necessary for
authentication or compliance, and always with consent.

3. How We Collect Information

We may collect personal information through the following means:

o

@)
@)
O

o

When you complete sign-up forms, place service orders, or register on our portal;
During telephone, video, or email communications with our staff or support team;
Automatically via website cookies, analytics tools, device fingerprinting, and IP logging;
From business partners and third parties with whom we have a commercial or support
relationship;

From public directories, referrals, or social media engagements;

Through third-party integrations (e.g., Microsoft, Google Workspace, Stripe, Xero).

We aim to collect personal information directly from you unless impracticable or consented
otherwise.



4. Why We Collect and Use Your Information
We collect and use personal information to:

Deliver, administer, and support our products and services to contracted clients;

Identify and authenticate users, manage account access, and prevent unauthorized use;
Invoice clients, process payments, manage direct debit arrangements, and maintain financial
records;

Send important notifications such as outages, upgrades, compliance alerts, and contractual
updates;

Monitor usage for performance tuning, diagnostics, fault resolution, and service
improvement;

Fulfil legal and regulatory requirements under the Telecommunications Act, tax laws, and
other applicable obligations.

We will not use your information for any other purpose without your consent unless required or
authorised by law.

5. Disclosure to Third Parties
We may share your personal information with:

o

Cloud service providers and Saa$ platforms such as Microsoft, Google, AWS, and our hosting
partners;

Telecommunications carriers and network wholesalers who help provision and maintain
your services (e.g., Telstra, NBN Co, Aussie Broadband);

Billing, accounting, and payment providers (e.g., Stripe, Xero, banks, debt collectors);
Contractors, consultants, and field agents who provide services on our behalf under NDAs
and security obligations;

Regulators and law enforcement authorities, if legally required or compelled under
subpoena.

We do not sell, rent, or trade your data. All third parties must comply with Technine MSP’s privacy
and security policies when handling your data.

6. Overseas Data Handling

Some systems used by Technine MSP or our vendors may host or transmit personal data in overseas

locations such as the United States, European Union, or Asia-Pacific regions (e.g., Singapore).

We will take all reasonable steps to:

o O O O

Ensure any overseas disclosure is consistent with APP 8;

Confirm our overseas providers have adequate data protection and security controls;
Require binding contractual commitments where appropriate;

Disclose any countries where your data is likely to be processed upon request.



7. Data Security

We use a layered approach to protect your data from loss, misuse, unauthorised access, modification,
or disclosure. Measures include:

Encrypted storage and transmission (SSL/TLS, AES-256);
Multi-factor authentication (MFA) for critical systems;
Internal user permissions and audit logging;

Firewalls, antivirus, endpoint detection and response (EDR);
Routine penetration testing and vulnerability assessments;
Security awareness training for all staff and contractors.

O O O O O O

Despite our efforts, no system is immune to risk. We encourage customers to use secure passwords
and report any suspicious activity immediately.

8. Access and Correction

You may request:

o A copy of the personal information we hold about you;
o Corrections to inaccurate, out-of-date, or incomplete information.

Requests should be sent to our Privacy Officer using the details below. We may need to verify your
identity before releasing data. Requests are generally responded to within 30 days.

In some cases, we may decline access where permitted under law (e.g,, if it risks the privacy of others
or involves legal proceedings).

9. Cookies and Analytics
Our website uses cookies, beacons, and analytics scripts (e.g., Google Analytics) to:

o Track browsing behaviour and identify traffic patterns;
o Personalise your user experience;
o Improve site performance and usability.

You may configure your browser to reject cookies. However, some features of our site or portal may
not function correctly if cookies are disabled.

10. Marketing Communications
We may use your contact information to send:

o Service updates and maintenance announcements;
o Newsletters, promotions, or event invitations;
o Security alerts or policy updates.

You can opt out at any time by using the unsubscribe link in emails or contacting us directly. We
honour all unsubscribe requests promptly.



11. Complaints and Enquiries
If you have questions or concerns about our privacy practices, or believe your data has been handled
inappropriately, please contact our Privacy Officer:

Privacy Officer

Technine MSP Pty Ltd

Email: info@technine.com.au
Phone: 02 4326 0655

We will investigate and aim to respond within 14 business days. If you remain dissatisfied, you may
lodge a complaint with the Office of the Australian Information Commissioner (OAIC) via
www.oaic.gov.au.

This Privacy Policy may be updated periodically to reflect legal, operational, or technological
changes. The latest version is always available at www.technine.com.au/privacy.
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